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. We recently learned that··eh6h~I.~ inc;.C\.Qfoposed concern1ng

alteration of ESNs .a outlined on R_~~~ o~R 57 No. 127. We]have
dlllqently tried to obtain the speC?rfl~~i~nq of the Proposal as it
relates to ESNs but have been unabl~~~~taln a copy of the proposal. We
would like to present the followln~sltlons reqardinq ESN alterat10n:

Under no circumstances do we condone fraud or theft of serv1ces,
"however to patently torbld alteration where no theft or fraUd 1s intended
or committed would be a qross miscarriage of justice, not 1n the best
interest of the qeneral public and clearly a restraint of free trade.

ror years a sl;niflcant percentaqe of subscr1bers have requested the
ability to have a ••cond or extension phone on the same 11ne and number.
Untll now the carriers have un1laterally denie~ them th1s convenience by:

1. ~elllnq them that 1t was ImposS1ble or illeqal thus forcIng them
to~ay for a a.con~ line to increase their revenues. Althouqh wl1l1nq to
pay eor airtime usaqe most subscribers cannot justify thla addit10nal cost
and subsequently carriers loat that potential revenue on the gamble that
an -Increase in the'subscriber lines woul~ raise the paper value for resale

~
f 'their company, not baaed on revenu.s but on the.SUbscr1ber number baals
hat cable compan1es use for a sale valuation. __

o .~ ~ ...,.--

2. Threaten!n; their Aqents with contract termination or other
economic threats If the Aqent o~fers this aerv1ce even if this service 1s
not 111e9al and does not Involve fraud or theft of serv1ce.. This may
also be considered aa restraint ot trade.

To force cQn.umers to bUy unwanted and unnecessary additional 11nes
to 'have the convenience do•• not follow the spirit of JUdge Harold
Q~.ene'e divestiture which allowed ind.pen~ent companies to provl~e

exteneion phone. and services. Thi. was intended to prevent the Sells
from monopoll%inq services at qr.atly inflated prices and inconvenience to
the consumers.,

C2+ TECHNOLOGY (C2+) haa ~ev.loped a method of reassiqning or
••ulatlng the RSN 1n a secondary phone throuqh a proprietary Oevlcewhich
does no~ alter the manUfacturers' copyrlqhted software, does not
physioally alter the phone or its transmitter, and fully retalns the
s.cu~lty and lnteqtlty ot the phone at the aame level as 4ellvered from
the manufacturer. \1'hls method 1. not "chlpplnq" or clonlnq. C2+has
strlngent prerequ1s1te~ for performlnq an emulation and maintains a
~ataba.e record of all changea which 1s open fot inspection by the vee or
other responsible party. ZSNa are matched an~ 1f the same numbers appear
~wlce ~h. operatioh is halted. This Device 1s never sold bU~ only leased
eo responsible 01s~rlbutors therefore the lnteqrtty of the tecnnoloqy and
:ontrol of the emu14tlon 15 always maintained.
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o~s.cu~ed by four encrypted keys uelnq NASA
typ_ DES algor ithms .to'·· th~ nece~~4ry codes to allow chanqlnq the
ESN. These keYs.~a::e~~ ~n~ _~y:

(1) tho ISN f.~ 1 or primary phone •. The user must provide
personal Ident1fl ~~~~ ~y that they are author1zed to use this
Ph~ne by a s~eC:1fl~.1OK&~ ~~\.£. 'l,.~

. CJ ~ «:) 1* t\)\);)
(2) the ESN oft!\'~~~\dp-y phone.

~~~.
(3) a unique encr~~ number embedded in the Cevlce which is

un::eadable by~xternal means.

(4) a 16 bit encrypted Customer number Inaccessible by unauthorized
persons.

Theee four nuJnbers are mathematically combined to produce a series ""Of
cod.s which are entered into the secondary phone. The odds of decryptInq
the codes is 2 to the 40th power.

Codea created for one Device will not work on ANY OTHER O.vice;
further, after·. nUmbe::of unsuccessful' attempts to enter random code.
will render the phone inoperative and it must be sent to C2t to be
reactlvated. Once created these codes will only work on the one phone and
cannot ba used aqaln.

C2+ hae been tested by many car~ler. natlonwide and not one has
~eport.d a s1ngle inc1dence where they ware able to make calls which were
not billed or that they were able to break the C2+ security.

With C2+ eve~ron. benefits!

~he .ubacr1be~ wi11 en~oy the beneflta of havlnq only one number for
~erson. to call, the conventence of an additional (usually handheld)
~hone, only one monthly bill, the ••vin;a of not havlnq to pay for an
.annece••ary 11ne 1n o::der to have these enhancement., and. the further
Javlnq. of only payinq a reasonable ona-time cost rather than cont1nulnq
QOl\thly iea••

; The carrier ha. no ed41tlonal Investmen~ 1n special .wltch equipment
and aseociated software, no front money to subsidize Agents or "free"
,hones which are initially costly and which costa the consumer ultimately
)ears the coat burden, has only one 11ne fo~ which to pay a third party
)1111nq company, and immediately benefits from the 1ncreased airtime
usaqe •.

i Hanufacturers'and Oealers benefit from Increased phone aale.; the
lconomy benefl1:s from money flowlnq tnto a larqer ba•• rather than the
1mtted carrier base.
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: G' e pr ma with the FCC requ1rin9 a manufactuEer to ~•• lqn

the . ip " the £SN 1s noe alterable in the field and that 8uch
alte~_ ~~. &.the phone inoperative. W. have even developed a
eofte.p~. ~~ ,~frtuallY elIminate the fraudulent use of another's
nu_.~. <:>~ ~ t::..J\~. ,\)\) ~~

\~\~ ~x~\ ~. t~
We re.pec ~. request that the Commission consider C2+ TECHNOLOG~

.a a viable ~~~ ceeptable method of ~SN alteration which does not
lftc~ease eh~~ce. of theft oftheftof
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